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Background. Our tEcdsa specification [1] requires that we verify that certain
(security-sensitive) randomly-selected numbers are members of an RSA group.
That is, select x € Z} where N = pq for large primes p,q. The simplest
implementation of this, given N with no knowledge of p, g, is to select a random
value from the range (0, N) and then test for group membership in Z%,. Choosing
a value uniformly at random from that interval is performant, but determining
ged(x, N) # 1 is not, because GCD computation, while still polynomial in time
complexity, is not performant.

We would prefer to avoid this membership test to improve the performance
of our implementation.

To that end, we prove that when N is a composite value with only 2 (large)
prime factors, then a random value from the range (0, N) will be in Z} with
overwhelming probability. Note, this is not surprising. If this were not the
case, RSA security would be undermined by the selection of random values
(polynomial time) and GCD computation (also polynomial time).

Preliminaries. We denote the additive group on integers that are co-prime to
m as Z;,. And we use the following asymptotic definition of negligible functions
from [2].

Definition 1 (Negligible function). A function f is negligible if for every poly-
nomial p(-) AN such that Vn > N: f(n) < n~°.

With this definition, in the asymptotic security model, it is enough to show
that the probability that a value x selected uniformly at random from Zy is not
a member of Z}; is negligible.

Theorem 1. Let \ be our security parameter, N = pq, with p,q primes, and
logp =logq = A. If x $<Zn, then the probability that x ¢ Z7 is negligible in
A

Proof. Z3 = {z | ged(z, N) = 1} by definition. We note that N has exactly two
prime factors, and so the set of of non-members are exactly the set of multiples
of por q: {kp,kq |k € Z}.



Let z be a value selected uniformly at random from Zy, and so the density
of non-members to all values in Zy is the ratio (excluding constants):
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wlog we take p to be the smaller of p,q and so:
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And so the probability of x ¢ Z% is negligible in ¢, which is itself a function
of the security parameter \. O

Proof by security reduction. As mentioned above, this result is not sur-
prising. We give an alternate, informal proof by security reduction. Selecting
a random value can be done in polynomial time, computing ged(x, N) can also
be done in polynomial time via the extended Euclidean algorithm, which also
gives a factorization of NV as a function of z. If z were not in the group Zj,,
then x = kp or x = kq and a polynomial-time-bound adversary now holds this
factorization in-hand. With this factorization, one can compute p,q and then
Euler’s totient ¢(N) which is the secret key for RSA. Hence, the security of this
method reduces to the security of the RSA cryptosystem.
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